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Introduction

This document describes the Sitecore CMS installation. The document includes the
following chapters.

e Chapter 1 — Sitecore CMS 6 Requirements
This chapter describes the prerequisites, hardware and software requirements for
Sitecore CMS 6 host and client computers.

e Chapter 2 — Installing from the .ZIP
This chapter describes the various approaches to installing Sitecore depending on
your choice of database technologies, the server administrator’s preferences, the
environment (development, testing, content authoring, content delivery, and so on.)

e Chapter 3 — Using the Sitecore Installation Program
This chapter describes the Sitecore CMS installation program that guides you through
the CMS setup process.

Please contact http://support.sitecore.net/helpdesk/ for assistance or to report any
discrepancies between this document and the product.
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Sitecore CMS 6 Requirements

This chapter describes the prerequisites, hardware, and software requirements for
Sitecore CMS 6 host and client computers. In this document the term “server” refers
to a Windows OS Web server and the term “host” refers to an installation of Sitecore
CMS on either a server or workstation.

This chapter contains the following sections:
e Sitecore Hosting Environment Requirements

e Sitecore Client Environment Requirements

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
contents of this document are the property of Sitecore. Copyright © 2001-2010 Sitecore. All rights reserved.
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2.1 Sitecore Hosting Environment Requirements

2.1.1 Operating System Requirements
Sitecore CMS can be hosted on the following Microsoft operating systems:
¢  Windows XP (32-bit)
e Windows Server 2003 (32/64-bit)
e Windows Server 2008 (32/64-bit)
¢ Windows Server 2008 R2
e Windows Vista (32/64-bit)
e Windows 7 (32/64-bit)

Important
Visit Windows Update — http://windowsupdate.microsoft.com — and install all the appropriate service
packs and security updates on all of your Sitecore CMS host and client computers.

Windows XP Service Pack 2 (or a later update) must be installed on every Microsoft Windows XP
computer that hosts Sitecore or accesses Sitecore with Internet Explorer. Sitecore highly
recommends Service Pack 2 (or a later update) for Microsoft Windows 2003. Service Pack 1 is
required as a minimum.

Sitecore CMS supports the following editions of the Windows Vista operating system:
e Business
¢ Ultimate

e Enterprise

The other editions of Vista, such as Home Basic, have IS server limitations.

Sitecore CMS must be installed on a local drive, not a UNC share.

2.1.2 .NET Framework Requirements
Sitecore CMS 6 requires .NET Framework 3.5.

Any available updates to the .NET framework should be applied to every Sitecore host.

Note
To reduce the number of ASP.NET configuration issues on Sitecore hosts, install IS before updating
the .NET framework.

2.1.3 Database Requirements
Sitecore CMS supports the following database servers:
e MS SQL Server 2005. Express Edition is also supported.
e MS SQL Server 2008 (recommended).
e Oracle 10g, 11g.
e SQLite.

Sitecore recommends that you run Microsoft SQL Server 2005 on a separate database server.

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
contents of this document are the property of Sitecore. Copyright © 2001-2010 Sitecore. All rights reserved.
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2.1.4 Hardware Requirements

Minimum Sitecore Development Host Requirements
e Processor: Intel Core Duo or faster processor.
¢ RAM: 1 GB minimum, 2GB — recommended.

e Software: Microsoft Visual Studio 2008 — highly recommended.

Minimum Sitecore Server Host Requirements
e Processor: Intel Core Duo or faster processor, dual CPUs recommended.
e RAM: 2 GB minimum, 4GB recommended.

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
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2.2 Sitecore Client Environment Requirements

2.2.1 Browser Requirements

Sitecore CMS clients are browser-based user interfaces. Sitecore clients can run on the following
browsers:

e Firefox 3 — Full support for the Content Editor, Preview, and Workbox. Limited support for the
Page Editor.

e Microsoft Internet Explorer 6
e Microsoft Internet Explorer 7

e Microsoft Internet Explorer 8

If you are running Internet Explorer 6:
e You must install MSXML 4.0

e You must remove KB918899 (http://support.microsoft.com/kb/923996)
or
You must install KB923996 (http://support.microsoft.com/kb/923996)

e Windows XP:
http://www.microsoft.com/downloads/details.aspx?FamilylD=ff9bc431-01f3-48e8-9a58-
d701d2e60cld&DisplayLang=en

e Windows 2003:
http://www.microsoft.com/downloads/details.aspx?familyid=4AE4AA58-97FB-4CCF-ABA4-
F9271A9282E2&displaylang=en

2.2.2 Hardware Requirements
e Processor: Intel Pentium 4 2GHz or faster processor.
¢ RAM: 512 MB minimum. 1GB — recommended.
e TCP/IP connection at 512Kbps or faster to the Sitecore CMS host.

e 1024x768 or greater screen resolution required for advanced operations and specific
modules.

You do not need to install any additional software on Sitecore CMS clients that are used to access
Sitecore CMS hosts.
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Installing from the .ZIP File

Depending on your choice of database technologies, the server administrator’s
preferences, and the environment you want to run — development, testing, content
authoring, content delivery, and so on — there are various ways in which you can
install Sitecore.
This chapter contains the following sections:

e Installing Sitecore

e Preparing to Install Sitecore CMS 6

e Updating the Security Settings for a Folder

e Quick Minimal Installation

e Configuring the IIS

e Configuring Folder Permissions

e Microsoft SQL Server Configuration

e Creating a Web Project in Visual Studio

e Post-Installation Steps

e Uninstalling Sitecore

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
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3.1 Installing Sitecore

For small implementations including developer workstations and testing environments, Sitecore CMS
and the database server can be installed on a single computer. For larger implementations the
database server is typically separated from the application server. The content authoring environment
for business users is also frequently separated from the content delivery environment that is accessed
by internet users.

With 1IS, the Web server and the application server are inherently combined in ASP.NET. Sitecore
CMS provides versioning, workflow, locking, security, browser-based user interfaces, abstract XML
data storage and other facilities that improve the functionality of ASP.NET for Web solutions. Sitecore
can be broken down into three logical components regardless of whether a setup .exe fileora .zip
file is used to install a new instance of Sitecore and regardless of the database technology that is
used.

The three logical components are:
e |IS document root ("the Web site").
e Supporting file system for logs and data. The data can be stored under the document root.

e Supporting relational databases. The databases are often stored under the supporting file
system.

The archive from which the new Sitecore instance is created can also contain SQL Server databases.
Configuration is managed by files such as web.config and the files under the /App_Config folder.

The Sitecore CMS can be distributed in two ways:
e As an executable installation program — . exe file(s).

e As an archived copy of a Sitecore CMS solution in a file system — a zip file.

The installation program should be used whenever possible. It contains a wizard which guides you
through the installation process.

Using the installation program requires considerably less manual effort than configuring the zip file.

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
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3.2

Preparing to Install Sitecore CMS 6

When you thoroughly understand the Sitecore CMS architecture and have read the installation
documentation, you should define a basic installation plan.

Before attempting to install Sitecore CMS, you should decide on the:

Project name and acronym, for instance ProjectName.

Acronym/prefix, for instance PN.

Target installation file system root, for instance C:\inetpub\wwwroot\ProjectName.
Database technology — SQL Server 2008 or SQL Express, SQLite or Oracle.

Database location — locally or on a remote server.

Appropriate Sitecore CMS license.

Hardware.

Administrative access to computers and databases.

Access to Sitecore Developer Network (http://sdn.sitecore.net) — contact a local sales office
or partner manager.

IIS configuration — host headers, and so on.

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
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3.3 Updating the Security Settings for a Folder
To update the security settings for a folder:

1. In Windows Explorer, right-click the folder and select Properties.

2. Inthe Properties dialog box, click the Security tab.

3. Inthe Group or user names field, select a user or group and grant them the appropriate
permissions in the Permissions for field.

If the fields are selected and shaded, the permissions are inherited correctly from the parent
folder.

3.3.1  Setting Permissions to Inherit

Permissions should be set to inherit. If permission is denied, errors occur when accessing file system
resources.

To set permissions to inherit:

1. InWindows Explorer, right-click a parent folder such as Website or Data and select
Properties.

In the Properties dialog box, click the Security tab.

3. Inthe Security tab, in the Group or user names field, select the IUSR_* and ASP.NET
users.

4. Inthe Security tab, click Advanced.

In the Advanced Security Settings dialog box, select both the Allow inheritable
permissions... and Replace permission entries checkboxes.

Making the Security Tab Visible

If the Security tab is not visible, — this can occur after upgrading from Windows XP Home to
Professional:

1. In Windows Explorer, click Tools, Folder Options.

2. Inthe Folder Options dialog box, click the View tab.

Folder Options E]E]

General | “iew | File Types | Offline Files

Falder views

“You can apply the view [zuch az Detalls or Tiles) that
you are using for this folder to all folders.

[ApplytoAIIFolders ] [ Reset Al Folders

Advanced settings:
() Do not show hidden files and folders -~
(%) Show hidden files and folders
[ Hide extensions for known file types
[] Hide protected operating system files [Recornmended)
[ Launch folder windows in a separate process
Fiemember each folder's view settings
[ Restore previous folder windows at logon
Show Control Panel in My Computer
Show encrypted or compressed MTFS files in color
Show pop-up description for folder and desktop items
[ Use simple file sharing [Recommended)
e

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
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3. Ensure that the Use simple file sharing check box is not selected.

If an account, for example, ASP.NET, is not visible in the Security tab, you must make it visible.

Making an Account Visible

To make an account visible in the Security tab:
1. Inthe Properties dialog box, click the Security tab.
2. Inthe Security tab, click Add.

3. Inthe Select Users, Computers, or Groups dialog box, in the From this location field,
ensure that the local computer is selected.

4. Inthe Enter the object names to select field, enter the name of the account — ASPNET,
NETWORK SERVICE or IUSR_<machinename> — and click Check Names.

Alternatively, you can click Advanced and then click Find Now and select the account you
want to add.

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
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3.4

Quick Minimal Installation

The easiest way to configure in a well protected environment such as a multi-firewalled developer
workstation is described below. The complete instructions are given for SQL Server 2005 Express
Edition data storage type.

This section is a description of the easiest way to install and configure Sitecore on a developer
workstation in a well protected environment.

1.
2.

N o o &

10.
11.
12.

Install Microsoft .NET Framework V3.5 and SQL Server 2005 Express Edition.

Go to Microsoft Update and install the latest service packs and security updates for Microsoft
Windows, IIS, ASP.NET, and SQL Server 2005 Express Edition.

Unzip the installation archive to a folder in your file system, for example: D: \Sitecore\.
By default, you will create the following set of folders:

o D:\Sitecore\Data

o D:\Sitecore\Databases

o D:\Sitecore\Website

Place the appropriate license.xml file in the /Website/data/ folder. In this example the
folderis D:\Sitecore\Website\data. The location of the license file is determined by the
<setting name="LicenseFile".. settingin web.config file.

Grant the ASP.NET and IUSR_* users full control of D: \Sitecore\ and all its subfolders.
Grant the NETWORK SERVICE user full control of D: \Sitecore\Databases folder.
In /Website/App Config/ folder, locate the ConnectionStrings.config file.

Open the ConnectionStrings.config file and enter the appropriate values in a line for
each database, for example:

<add name="core" connectionString="user
id= sgl server user ;password= user password ;Data
Source= sqglserver ;Database= core database name " />

Open the Internet Information Services window, right-click the default Web site and click
Properties.

In the Default Web Site Properties window, click the Home Directory tab and set the home
directory of the default Web site in IIS to the new document root.

Click the ASP.NET tab and ensure that .NET 2.0 is selected.
Add Sitecore CMS host to Internet Explorer's Trusted Sites.

Start the browser (Internet Explorer 7 or higher preferably) and enter the following address in
the address bar:

http://localhost/sitecore

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
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You should see the Sitecore login screen:

{ Sitecore - Windows Internet Explorer, FEX
@ o~ |2 httpiftocahost/sitecorefloging (42 [x o
¥ g [22]+ [ Qosaled mst... (D mstsling ste... | corfigurng .., | (Qcreatinga ., | @ stecore [ fe B & reas - Tons -

- &
Q© sitecore

Welcome to Sitecore

User name: |Admin

Fassword: |

Forgat Your Password?  Change Password

Browser Notes

Select User Interface

You are using Internet Explorer 7.

Sitecore supports all user interfaces for this
@ Desktop v Content Editor browser.

(@ roe e -
T Workbox g Developer Genter

Browser Display Mode: | Normal v

Client Language: | Default v

/ Trusted stes E 00%

34.1 Detailed Installation
To install an instance of Sitecore:

1. Select a parent directory path for the project such as C: \InetPub and an identifier such as
ProjectName

2. Extract the .zip archive to create:

C:\InetPub\ProjectName\Website
C:\InetPub\ProjectName\Data

for Microsoft SQL Server 2005 Express Edition

Extract C:\InetPub\ProjectName\Databases

Set permissions as described in Section 3.6, ‘Configuring Folder Permissions’.
4. Copy a valid license file to the Data folder.

If you are running SQL Server, edit the ConnectionStrings.config file located in the
/Website/App Config/ folder. Enter the appropriate values in a line for each database,
for instance:

<add name="core" connectionString="user
id= sgl server user ;password=_ user password ;Data
Source=_sqglserver ;Database= core database name " />

6. If you are running SQLite:

Change the name of the web.config file to web.config.default and
web.config.sglite to web.config.

Edit the ConnectionStringsSQLite.config file located in /Website/App Config/
folder. Enter the appropriate values in a line for each database.

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
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7. Inthe web.config file, edit the dataFolder attribute of the
/configuration/sitecore/sc.variable node and enter the full path to the Data folder
excluding the trailing slash, for instance:

<sc.variable name="dataFolder" value="D:\Sitecore\Data" />
8. Inthe IIS, set the home directory of the appropriate Web site to Website.
9. Inthe ASP.NET tab, ensure that .NET 3.5 is selected.
10. Add Sitecore CMS host to Internet Explorer's Trusted Sites.

11. Start the browser (Internet Explorer 7 or later) and enter the following address in the address
bar:

http://localhost/sitecore

You should now see the Sitecore login screen:

@—v 2] httpzfflocalhostjsitecorefloging ~| 42| x e
% g (53] [Qosstedine.. [Qmsatingste... |Qcortiaungr.., [Qcrestingaw.., |@stecors x| | Fi v B & - [Dese - Groos - 7
a
Q© sitecore’

Welcome to Sitecore

User name: |[Admin

Password: ||

Forgot Your Password? ~ Change Password

Browser Notes

You are using Internet Explorer 7.

Select User Interface

Sitecore supports all user interfaces for this

@ Desktop a Content Editor browser.
T Workbox g Developer Center

Browser Display Mode: | Normal ~

Client Language: | Default v

o Trusted stes F 100% v

The default password for the Admin user is “b”.
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Configuring the IIS

The following sections describe how to configure different versions of IS (versions 5,6 and 7).

351

1S 5,6 (Windows XP, Windows 2000, Windows 2003)

Complete the following steps to configure an existing site or create a new Web site in IS (Windows
2003 only).

Note

Do not create a virtual directory for Sitecore as the product cannot operate from a virtual directory.

1.

4,

Open the Internet Information Services (11S) Manager.

If you are running Windows 2000 or Windows XP, click Control Panel, Administrative tools,
Internet Information Services to open the Microsoft Management Console for the 1IS.

If you are running Windows 2003, click Control Panel, Administrative tools, Internet
Information Services (IIS) Manager to open the Microsoft Management Console for the IIS.

In the Internet Information Services window, expand Web Sites
o Windows XP: Right-click Default Web Site and click Properties.
o Windows 2000 Server, Windows 2003 Server: Create a new Web site.

In Home Directory tab, in the Local path field, enter or browse to the Website folder, for
instance C:\InetPub\ProjectName\WebSite.

In the Application Protection field select Medium (Pooled).

HTTF Headers Custom Errars ASP.MET Server Extensions
wieh Site 154P! Filters Harne Directary [ocuments Directary Security

When connecting to thiz resource, the content should come from:

@i, directony located on thiz computed

(73 & share located on another computer
(O A redirection to a LIRL

Local Path: D:M\Sitecare Intranet\webSite
[ 5eript sowrce access Log vigits

Bead |rde this resource

[ write

[ Directony browsing
Application Settings

Application name: D efault &pplication
Starting paitit: <Default \Web Site»
Execute Pemizzions: Scriptz only v
( Application Protection: | Mediurm [Pooled) V)
ok [_cencel ]

Do not select High (Isolated) as this will cause excessive caching.
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5. Inthe Internet Information Services window, under Default Web Site, select the /data
folder and click Properties to open the Properties window for this folder:

data Properties E| E|

Directory | Documents | Dirsctory Security | HTTP Headers | Custom Enors | ASP.MET

Anonymous access and authentication control

! ; Enable anorwmaus access and edit the

authentication methads for this resaurce.

IF address and domain name restrictions

®

Secure communications

Require zecure communications and
enable client cerificates when thiz
resource is accessed.

6. Inthe Directory Security tab, in the Anonymous access and authentication control
section, click Edit. The Authentication Methods window will appear.

Authentication Methods

[ Anonyrmaus access
Mo user name/password required to access this resource.

Account used for anonymous access:

User name: | |

Password: | |

Authenticated access

For the fallawing authentication methods, user name and password
are required when

- anorymous access is disabled, or

- access is restricted using NTFS access control lists

[ Digest authentication for Windows domain servers

[ Basic authentication [password is sent in clear text)

[ Integrated windaws authentication

I oK ] [ Cancel ] [ Help ]

7. Inthe Authentication Methods dialog box, ensure that the Anonymous access check box
is not checked.

8. Repeat this procedure for the following folders and files:
/sitecore/admin
/sitecore/debug

9. Restart the IIS.
If you are running Windows 2003:

1. Open the Properties dialog box for the appropriate Application Pool, in the Performance tab
and ensure that the Maximum number of worker processes is ALWAYS “1
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On multiple processor servers, this value may automatically be set higher than 1 when you
install the OS/IIS.

On these servers, it is therefore especially important to check this setting as it will likely be
higher than "1".

2. Restart IIS.

352 1S7,1S 7.5 (Windows 2008, Windows Vista)

Complete the following steps to configure an existing site or create a new Web site in [IS 7 (Windows
2008 and Windows Vista only). Instructions for 1IS 7.5 are the same.

Note
Do not create a virtual directory for Sitecore as the product cannot operate from a virtual directory.

3. Open the Internet Information Services (IIS 7) Manager.
Click Control Panel » Administrative tools » Internet Information Services (lIS) Manager
to open the Microsoft Management Console for the 1IS.

4. Create a new or open an existing application pool.

To add a new one, click to the Application Pool node in the tree and click “Add Application
Poll” in the Actions panel:

g Internet Information Services {II5) Manager =10l x|
@ =) [ ,.;’ b AT » Application Pools J 1) f:ﬁ |'®' -
File  Wiew  Help

_.~.. °E | lication Pools

ta| | g App A=y Add Application Poal.,,

B85 AT (AT\at) et Application Pocl Defaults...

a % anplication Fools This page lets vou view and manage the list of application pools on the 20
= .DD server, Application pools are associated with worker pracesses, contain Application Pool Task:
Sites . o g pplication Pool Tasks
one or more applications, and provide isolation among different
applications. B Start
B st
Filter: - (fan - G show al | _ 1 g
= o Recydle..
Mame = | Skatus | MET Frame:... | Managed Fipeli...
L} ASPHET 1.1 Started  v1.l Classic Edit Application Pool
‘;’ASP‘NET 2.0 Started v2.0 Classic B Basic Settings...
‘;_:Classic MET App... Started ¥2.0 Classic Recycling...
L=l clearcachenchack  Started v2.0 Classic advancedlSEran e
L} dlearcachewithhack  Starbed v2.0 Classic a
,;’Crestone Started ¥2.0 Classic i1
,;’DefaultAppPUUI Started w20 Classic K remove
Sitecoref.0AppPool  Started vz.0 Classic N ;.
= View Applications
L= TestappPool Started vz.0 Inkegrated =
4] | | @ Hep
Cnline Help

Feady g

The “Add Application Pool” dialog window will appear.
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5. In the “Add Application Pool” dialog window, enter the pool name in the Name field and set

the “.NET Framework version” to “.Net Framework v2.0.XXXXX” and “Managed pipeline
mode” to “Classic”. Click OK.

Edit application Pool 2

Marne:

ISitecore&. 0appPoal

\MET Eramework version:
| NET Framework v2.0.50727 =]

Managed pipeline mode:

ICIassic = I

i Start application pool immediately

oK I Cancel

Note
It is also possible to set “Managed pipeline mode” value to “Integrated”.

Please be aware that Sitecore CMS 6 experiences several limitations running in IIS 7 Integrated
application pool mode due to its nature and specific behavior. For the full list of known issues,
please see the following URL.:
http://sdn.sitecore.net/Products/Sitecore%20V5/Sitecore%20CMS%206/ReleaseNotes/Knownlss
ues%20Recommended/I1S%20in%20Integrated%20Pipeline%20mode.aspx

6. Click “Advanced Settings” on the Actions panel.
Ensure that the Maximum number of worker processes is “1”. On multiple processor servers,

“Maximum Worker Processes” value may automatically be set higher than 1 when you install
the OS/IIS.
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Advanced Settings ﬂil

E {General}) 1=
MET Framewark. Yersion w20
Managed Pipeline Mode Classic
5P NET 20
Cueue Length 1000
Start Automatically True
= cPu
Lirnik: 1]
Limnik Action Modction
Limit Interval {minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4294967205 |-
E Process Model
Identity NetworkService
Idle Time-out {minutes) 20
Load User Profile False
(Maximum Warker Processes 1 )
Ping Enabled False
Ping Maximum Response Time {seconc 90
Ping Period (seconds) 30
Shutdawn Time Limit {seconds) a0
Startup Time Limnit {seconds) 90
. Prarece Nenhani hd
Name
[name] The application pool name is the unique identifier for the application pool,

Ok Cancel |

4
T ——
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7. Inthe Connections panel, expand Web Sites and create a new Web site. Right-click on the
created site and click “Manage Web Site/Advanced Settings”.

In the Physical path field, enter or browse to the WebSite folder of your Sitecore installation,
forinstance C:\InetPub\ProjectName\WebSite. In the Application Pool field enter or

browse the created application pool.

Advanced Settings

2]

Eli {(General) :

@pplication Paal

Sitecore6.0AppPool

Bindings http:*:80:tast
(] 2z
Mame kest

(Physical Path

C:4InetPub’,ProjectName’, WebSite j

Phwsical Path Credentials
Physical Path Credentials Logon Type ClearText

Skark Aukornatically False
El Behavior
Connection Limits

Enabled Protacals http
{General)

8. Browse your Sitecore site and select the /data folder and click “Authentication” icon to
configure the authentication settings for this folder.

™E Internet Information Services (II1S) Manager

(ol x|
6@)\ [j » AT b Stes » DefaukiwebSte b data » & s 1@ -
Fle  Wiew  Help
I data Home I
# | J 4 Explore
£S5 AT (aT\at) = Edit Permissions. .
2D Application Pocls Groupby: Area - & —_—
B1-[a] Stes SMTF*E—:‘ I 2| || Manage Folder (&)
-mail
=-€D Defauk \p\;‘eh site Browse Folder
| Res Terps =
fesnarper. 1eme Browse *1443 (https)
fipp_Browsers =
[ App_Config us Browse *:80 (http)
] - Help
o e
= Oriine Help
4P| Authenticabion | €al
Compression  Default Directory
Document  Browsing
I 1" By
2
ErrorPages  Handler HTTR
Mappings Respo...
= = nebl] =

| = Features view = Content View

< | »
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9. Onthe Authentication page, ensure that the Anonymous Authentication is disabled.

¥ Internet Information Services (IIS) Manager -0l x|

6@ [J » AT » Sites » DefaultWebSite » data »

EEEYCE

Eile  Wiew Help

7 | J Authentication

E-95 AT (AT\at)

[ aspnet_client
B[ bin
J| CrystalRepartiebF
[ data
[ indexes
] layouts
] seotoolkdt
[ sitecore
[ sitecore modules
[ temp
7 upload

[ wsl
R test

4 |

‘;’ Application Pools Group by: Mo Grouping 7l
B 8] Sites Name < | Status |
= efault Web Site Anonymous Aukhentication Disabled )
] _Resharper. Temps ASP.MET Impersonation Disabled
] App_Erowsers Basic Authentication Enabled
[ App_Canfig Forms Authentication Enabled
= App_Data Windows Authentication Enabled

4 | v| [ElFeatures view |\ - Content View

Configuration: localhost’ applicationHost.config , <location path="Dsfault Web Sitsjdata"

10. Repeat steps 6-7 for the following folders:
/sitecore/admin
/sitecore/debug

11. Restart the IIS.

& Challenge-based and login
redirect-based authentication
cannot be used simultaneously.

@ rep

Online Help
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3.6 Configuring Folder Permissions

Certain types of browser requests (generally for directory lookups and static resources) are executed
with the permissions of the internet impersonation as specified under “Authentication and access
control” on the Directory Security tab in the [IS management console. The default name for this
account is IUSR_* where the star represents the machine name.

Requests for ASP.NET resources are executed with the permissions of ASP.NET. The default
ASP.NET account on Windows XP is a local user named ASP.NET, which will also be used on
Windows 2003 under specific conditions such as if “Run WWW service in lIS 5.0 isolation mode” is
selected on the Services tab of the Web Sites container in the 1IS management console. The default
ASP.NET account on Windows 2003 is the local user named NETWORK SERVICE.

In general, if permissions for operating system users and roles are not specified in this document,
they should not be defined on the file system, although certain use cases will require expanded
permissions.

3.6.1 Root Folder Permissions
The IUSR_* user must have Read and Execute access to the Website folder and its descendants.

The ASP.NET user must have rights to List Folder Contents on all directories above WebSite; for
instance for C: \InetPub\ProjectName permissions may need to be opened on C:\InetPub and
any other folders above ProjectName.

If anonymous access to the site has been allowed in 1IS (1IS management console, in the Properties
dialog box, on the Directory Security tab, in the Authentication and access control section) and
the impersonate attribute of the /configuration/system.web/identity elementin
web.config file is setto true (<identity impersonate="true" />),the IUSR_* must have the
List Folder Contents right instead of the ASP.NET user.

3.6.2  Specific Folder Permissions

In non-production environments, it's generally easiest to grant the ASP.NET user Full Control of the
Website and Data folders as well as all their descendants.

We recommend that you restrict permissions even further in production environments. The ASP.NET
user must have Read and Write access to the following resources:

Directory Situations in which ASP.NET and/or IUSR_* Requires Read
and Write Control

/data (or other directory as defined | All Sitecore environments.
by the dataFolder attribute)

/data/indexes All Sitecore environments.

Important:

ASP.NET and IUSR_* users require the modify access rights to
this folder in order to maintain the search indexes.

/layouts If Developer Center will be used to create and modify layouts
and sublayouts.

[sitecore/shell/Applications/debug All Sitecore environments against which CMS users
authenticate (generally everything except content
delivery/runtime servers); create this directory if it does not
exist.
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Situations in which ASP.NET and/or IUSR_* Requires Read
and Write Control

/sitecore/shell/Controls/debug

All Sitecore environments against which CMS users
authenticate (generally everything except content
delivery/runtime servers); create this directory if it does not
exist.

/temp All Sitecore environments.

/upload Sitecore environments to which users interactively upload
media.

Ixsl If Developer Center will be used to create and modify XSL
renderings.

/App_Data All Sitecore environments in which this folder is used. Note:
IUSR_* user requires Read and Write permissions to this folder
as well.

/audit Both ASP.NET and IUSR_* users require modify permissions to

/logs these folders.

Iviewstate

/mediacache
/diagnostics

For custom XML controls, all directories specified in the ControlSources section of the
web . config file must contain a debug folder with Read/Write access by the ASP.NET user.

NETWORK SERVICE user must have read and write access to the folder where the SQL databases

are stored.

3.6.3

Deny Execute Permissions on the Upload Folder

You should set the Execute Permission to None in IIS in order to prevent the execution of an

uploaded file on the server side when
folder in 1IS:

upload Properties

Directary I Documentsl Directary Securityl HTTP Headersl Custam EHDISI

w'hen connecting to thiz rezource, the content should come from:

i I

= & share loeated on another computer

& redirection bo a UAL

a user attempts to download it. Select Properties for the upload

Lacal Path:
™ Script source access
¥ Bead

v ‘wiite

[~ Directory browsing

upload

W Log wisitz
W [ndex this rezource

Application Settings

Application name: IDefauIt Application

Starting poirt: <zdn.sitecore. nets

Create |

E xecute Permissions: I MHone

Application Pratection: IMedium [Pooled]

J Canfiguratior... |
j Unload |

o]

Cancel |

Ay | Help |
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3.6.4 Grant Access to the Globalization Folder
To make the registration of custom languages work correctly you should:

e Grant the ASP.NET user ‘Full Control’ permission for the $WINDIR%\Globalization
folder. If you fail to do this, custom languages cannot be registered correctly with .NET
Framework and Sitecore CMS may work very slowly.

e If you are running Window Server 2003, you must grant access to the "NETWORK SERVICE"
account, not the "ASP.NET" account (unless you use impersonation).

e You might also need to grant access to the following registry key to make registration of
custom languages work correctly:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Nls

3.6.5 Grant Access to the Temporary Folders

Grant the [IUSR_machinename account full control access to the
C:\windows\microsoft.net\framework\ ...... \Temporary ASP.NET Files folder.

You must also grant the ASP.NET (NETWORK SERVICE in Windows 2003) user write access rights
to the windows temp folder (typically \temp or \windows\temp) and to the temp folder under the
“‘Documents and Settings” folder (either \documents and settings\aspnet\temp Or
\Documents and Settings\ ServerName \ASPNET\Local settings\Temp).
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3.7 Microsoft SQL Server Configuration

When you install Microsoft SQL Server, you must select Mixed Mode authentication (Windows
Authentication and SQL Server Authentication).

3.7.1  Visual Studio 2005 and SQL Server Express Edition

When you install Visual Studio 2005, it may install some components of SQL Server 2005 Express.
Furthermore, it may also configure the database to only use Windows authentication rather than
mixed mode authentication and it may not install SQL Server Management Studio Express.

To update an instance of SQL Server 2005 Express that has been installed with Visual Studio 2005:
1. Log into Windows as a user with administrative rights.
2. Install SQL Server Management Studio Express.

3. Click Start, All Program, Microsoft SQL Server 2005, SQL Server Management Studio
Express.

4. Inthe Connect to Server dialog box, in the Authentication field, select Windows
Authentication.

5. Inthe SQL Server Management Studio Express window, in the Object Explorer pane,
expand the Security folder and expand the Logins folder.

Right-click sa and click Properties to open the Login Properties window
In the General page, enter and confirm the password for the security administrator.

In the Status page, under Login, select the Enabled check box and click OK.

© © N o

In the SQL Server Management Studio Express window, right-click the database server
(<HOSTNAME>\SQLEXPRESS) at the top of Object Explorer and select Properties.

10. In the Server Properties window, select the Security page and in the Server authentication
section, select SQL Server and Windows Authentication mode and then click OK.

11. Close Microsoft SQL Server Management Studio Express.

12. To restart SQL Server 2005 Express Edition, enter the following in a command prompt:
net stop "Sql Server (SQLEXPRESS)"
net start "Sql Server (SQLEXPRESS)"

13. Start Microsoft SQL Server Management Studio Express.

14. Log in using SQL Server Authentication with the username sa and password you entered in
step 6.

For information about an alternative method of allowing SQL Server Authentication, see
http://support.microsoft.com/kb/322336.

3.7.2 Creating a Database Account for Sitecore CMS Databases on
SQL Server 2005

This section describes how to create a database account for Sitecore databases under SQL Server
2005 with the minimum required permissions.

1. Start SQL Server Management Studio Express.
2. Make sure the Sitecore databases are attached.

3. In SQL Server Management Studio Express, in the Object Explorer pane, expand the
Security folder.
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4. Right-click the Logins folder and click New Login to create a new login.

F Login - New
Selectapage

5 Serpt ~ [ Help

A General
22 Server Rcles
4 User Mapping Legin name: |SC usef
2 Securables
A Status © Windows authentication
© SOL Server authentication
Password ICLI
Confiim password wonse
Enforce password policy
Enforce password expiration
[ Uses must change password at next bogin
Certficate name:
Key name:
Sesver
ALEXKASOLEXPRESS
3 Defauk database master v
Cornection
sa Detauk language: <defaul> v
&) View connection properties
Pogess l
Ready

5. Inthe Login — New window, select the General page and specify the login name.

Select the SQL Server authentication option and clear the User must change password at
next login checkbox (this option is not supported on some Windows operating systems).

7. Select the User Mapping page and in the User mapped to this login field, select the
Sitecore databases.

8. Inthe Database role membership for field, select db_datareader and db_datawriter to
assign the new user these roles for all the Sitecore databases.

F Login - New

Selectapage o =
2 General <5 scint ~ Qb

-
4 User Mapping ) Users mapped to this logn:
Gt Dalabase Ea

) Map
& Status

CAINETRUB\WWWROOTASITECORENSC TEST INSTALLADATABASE S\SCSICORE,
CAUNETPUB\WWWROOTASITECORE\SC TEST INSTALL\DATABASES\SCS3EXTR
CAUNETPUB\WWWROOTASITECORE\SC TEST INSTALL\DATABASES\SCS3MAST
CAINETPUBAWWWROOTASITECORENSC TEST INSTALL\DATABASES\SCSIRECY
CAINETPUBAWWWROOTASITECORENSC TEST INSTALL\DATABASES\SCSISECUI
CANETPUB\WWWROOTASITECORENSC TEST INSTALL\DATABASES\SCSIWES_
CANETPUB\WWWROOTASITECORE\SCS 3 PRICELIST\APP_DATA\SCS3ARCHIVE
CANETPUB\WWWROOTASITECORE\SCS 3 PRICELIST\APP_DATA\SCS3CORE_D v |
< >

O0EEEEEE

Database role membership for: C:INETPUB\WWWROOTASITECORENSC TEST

ErT—

Setye: |l ator
ALEXK\SOLEXPRESS [V] db_dstaresder
Connschiont [V] db_datawiter
sa Lt ab_ "
(] db_denydatareader
& View connection propeities [] db_denydatawriter
(] db_owner
Pu [] db_securityadmin
= l [v] public

@ Erer ocoured

9. Ensure that the public checkbox is also selected.
10. Click OK to create the user.
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Granting Execute Rights to Stored Procedures
To grant execute rights to stored procedures:
1. Inthe SQL Server Management Studio Express window, expand Databases.

2. Right-click a Sitecore database and click Properties.

" Microsoft SOL Server Management Studio Express

File Edt Wiew Tools Window Help

CAINETPUB, WWWROOT\SITECORE'
CAINETPUB, WWWROOT\SITECORE'
CAINETPUB, WWWROOT\SITECORE'
CAINETPUB, WWWROOT\SITECORE'
CAINETPUB, WWWROOT\SITECORE'
ROOT\SITECORE

ALERK\SQLERPRESS\D)

R Mew Database. ..
SRVAGTE, [ Database Diagrams
CHATNETRUB WAy Mew Query 3 Tables
CATNETPUBY WA Script Database as b ©

[ views

T]
T]
T]
T]
T]
T]
T]
T]
T]
|| CATNETRUE
T]
T]
T]
T]
T]
T]
T]
T]
T]

CATNETRLEY TR v || A Synonyms .
CAINETPUBYWY  Rename [ Programmaility
CAINETPLEVWAY  Delete (3 security
CHINETPUE, W

Refresh

CAINETPUBH W
[ AN Propetties

CAINETPUBYWAWWROOTISITECORE
CAINETPUBYWAWWROOT|SITECORE
CAINETPUBYWAWWROOT|SITECORE
CINETPUBYWAWWROOT|SITECORE

5
5
=l
o

3. Inthe Database Properties window, select the Permissions page.

Selecta o= | @
- S v Hy
A General = Sorpt u i
2 Fies
& Flegroups Server name: ALEXK\SQLEXPRESS
& Options Vi
& Passianors View server pommessions
2 Estended Propertes Database pame: CAUNETPUB\WWWROOTASITECORENSC TEST INSTALL\DA
Users or roles:
Name Type
A SC user User
& sin User
A stecore User
& test_user User
< >
( Effectve Pemissions ] Bemove
‘ Ew mnr for ST user
s Pesmission Graritor Grant WithGrart  Deny ~
eaves -
ALEXK\SOLEXPRESS Creste XML schema ... dbo O ]
Connection Deleto ko O 0
sa Execute dbo. | O
&9 View connection propeties Ieert do O O
References dbo ] 0
g o o A o
B Show plan dbo O O
oady Subsciibe query notii..  dbo 0O (@)
Take ownership dbo O 0
Cencel

4. Inthe Users or roles field, select the user and in the Explicit permissions for field, in the
Grant column give the user Execute permission.

Repeat this procedure for the other Sitecore CMS databases.
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3.8

Creating a Web Project in Visual Studio

Sitecore extension projects should use the ASP.NET Web Application Project, supported by Visual
Studio 2005 SP1 and Visual Studio 2008.

To setup a Web Project:

1.
2.
3.

10.
11.

Start Visual Studio.
In Visual Studio, click File, New, Project.

In the New Project window, select ASP.NET Web Application and provide a name, for
example: Sample Project.

r

IRV Bl JLB
Project bypes: Templates: EI EI
= Wisual C# ¥isual Studio installed templates
Windows
+)-3mart Device ;,} g?

Database =c# cH

Starter kit ASP.MNET Web ASPNET Web

‘Web Application  Service Ap...

®- Wisual C++

®- Other Project Types
! P My Templates

Search Online
Templates...

A project for creating an application with a Web user interface

MNarme: Sample Project
Location: C:iInetpubivwwroot! Sitecore
Solution Mame: Sample Project Create directory for solution

When you click OK, Visual Studio creates a project folder with the name you specified and in
the folder it creates some related files as well as some additional files that will not be used.

Close Visual Studio.

Open Windows Explorer and locate the project folder — this will probably be in a folder under
My Documents\Visual Studio 2005\Projects.

Move or copy the Properties folder, and the *.csproj, and *.csproj.user filesto the
Sitecore webroot. You can delete the Visual Studio project folder now if you wish.

In the Sitecore webroot, double-click the * . cspro file to open the project in Visual Studio.

In Visual Studio, in Solution Explorer, right-click the default.aspx page and click Exclude
From Project.

In Solution Explorer, right-click References and click Add Reference.
Click the Browse tab and select the sitecore.Kernel.dl1 file, and then click OK.

In Solution Explorer, select the Sitecore.Kernel.dl11 file and set the Copy Local property
to false.

To edit files in Visual Studio, you must make them visible and include them in the project.
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To make the files visible:

1. Inthe Solution Explorer, click Show All Files.

Solution Explorer - Sok
2 [B|E,»
[ed séshuw All Files

2. You must now include the files you want to edit. For example, right-click the XSL folder and
click Include in Project.

3. Finally, double click the files themselves to edit them.
4. Close Visual Studio.

When you are prompted, save the specified items in the default location. In the future, you can open
this project by opening the corresponding * . s1n file in the Sitecore CMS webroot.

Related reading:

e http://msdn2.microsoft.com/en-us/asp.net/aa336618.aspx

e http://webproject.scottgu.com/

e http://webproject.scottgu.com/CSharp/Default.aspx

e http://webproject.scottgu.com/CSharp/HelloWorld/Helloworld.aspx
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3.9 Post-Installation Steps

This section describes the steps that we recommended you to take after the Sitecore CMS webroot
and databases have been installed.

3.9.1 Rebuild the Search Index
You should rebuild the Search Index for the core database and the Quick search index.

To rebuild the Search Index, Log in to the Sitecore desktop and click Control Panel » Database »
Rebuild the Search Index.

A Sitecore -- Webpage Dialog

Select Search Index

Select the search index that you want to rebuild. You can rebuild more than one index at
a time. Click Rebuild to rebuild the search index.

Rebuild Search Index

|:| master
Quick search index

< Back ][ Rebuild = ] [ Cancel

3.9.2 Making Your Computer More Secure

This section will help you to make your computer more secure against known attacks.

Disable all unused extensions in the IIS
We recommend that you disable all unused extensions in the IIS.

For a Sitecore solution, you only need the .NET and perhaps ASP extensions. You can therefore
remove . idc, .shtm, and so on.

To remove these extensions:
1. Open the Internet Information Services window.

2. Right-click the Sitecore Web site and click Properties, Home Directory, Configuration.
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3. Inthe Application Configuration window, select the extensions you want to remove and
click Remove.

Application Configuration le

Mappings |Dpt\ons Debugging || Cache Options | Process Options

[¥] Cache 158P1 applications

Application Mappings

Exten... Executable Path Yerths A
a3 CAWINDDWS\System32hinetsrvhasp....  GET.HEA.
.asan ciwindowstmicrosoft net\frameworkh...  GET HEA.
.agcH ciwindows\microsoft net\frameworkh...  GET HEA.
.ashi ciwindowstmicrosoft. net\framework'...  GET.HEA.
R cwiindowshmicrosoft.net\framework...  GETHEA.
.asp CAWINDDWS\System32hinetsrvhasp....  GET.HEA.
.aspr chwindaws\microzoft net\frameworkh...  GETHEA.
_axd c:windowstmicrosoft. net\framework'...  GET HEA.
!
SaWIND O S\ System32hinetsnvhasp....  GET HEA,
.config ciwindows\microsoft net\frameworkh...  GETHEA.
< N
agd | [ Edt | [ Bemowe
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3.10 Uninstalling Sitecore

Before uninstalling Sitecore, delete the 1IS Web site or update it to reference a different directory, or
stop IIS by executing the following command:

net stop w3svc.
Stop the SQL Server process:
o for SQL Server Express: net stop "sql server (sglexpress)"

o for every other edition of SQL Server: net stop "sgl server (mssqglserver)"

Remove the Sitecore file system.
Remove any databases on remote or local servers that are used by this instance of Sitecore.

If you used the installation program to install Sitecore, use the Add or Remove Programs facility in
Windows Control Panel to uninstall it.

In the Add or Remove Programs window, locate the appropriate entry and click Remove:

® Add or Remove Programs

-
\ﬁ Currently installed programs: [ showupdates
Change or P Mcrosort RET Framework 1.1

Programs #5) Mcrosoft \NET Framework 1.1 Hotfix (KB886903)
5 Microsoft NET Framework 2.0
% [ Microsoft SQU Server 2005
Add New [ Microsoft SQU Server Management Studio Express
{3 Microsoft SQU Server Native Chent
Ej [J Microsoft SQU Server Setup Support Files (English)
AddjRemove [ Microsoft SQU Server YSS Writer
C&%s | MSXML 6,0 Parser
§5) NVIDIA Windows 2000/XP Display Drivers
Sitecore® CMS v5.3.0 Build 061102 - pn

To remove this program from your computer, click Remove,

[ Soundmax
15 TosHIBA ConfigFree

§5) windowes Installer 3.1 (KBS93803)
&8 Windows Internet Explorer 7

15 windows Media Connect

Restart the SQL Server and IS services as appropriate.
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Using the Sitecore Installation Program

This chapter describes the process of Sitecore CMS installation using the executable
installation program.

You can download the Sitecore Installation Program from the Sitecore CMS
Downloads page.

This chapter contains the following sections:
e Windows Vista Pre-installation Steps
e Installation Process
e Important Notes

e Troubleshooting
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4.1 Windows Vista Pre-installation Steps

Before you can install Sitecore on Windows Vista you must ensure that certain settings are configured
correctly.

You must ensure that:

e UAC (User Account Control) configuration security policy Detect application installations and
prompt for elevation is enabled.

e The lIS 6 configuration compatibility features are enabled.

4.1.1 The UAC (User Account Control) Configuration

To run the installation program on Vista, the UAC (User Account Control) configuration security policy
Detect application installations and prompt for elevation must be enabled (this setting is enabled by
default).

To check if this setting has been changed on your machine:
1. Loginto Vista as an administrator.
2. Press WIN + R to open the Run window.
3. Inthe Run window, enter secpol.msc and press Enter.

The UAC (User Account Control) requests your permission to continue.

User &ccount Control @

@ Windows needs your permission to continue

If you started this action, continue.
Microsoft Management Consele
Microsoft Windows

User Account Contrel helps stop unauthorized changes to your computer.

4. Click Continue to open the Local Security Policy window.
5. Inthe left-hand pane, expand the Local Policies node and select Security Options.

6. Scroll to the bottom of the list of policies in the right-hand pane.
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41.2

policy is set to Enabled.

@ sitecore

7. Verify that the User Account Control: Detect application installations and prompt for elevation

: v elevate executables that are signe...
mUserAccount Contral: Only elevate ULccess applications that.,
DUserAccount Control: Run all administratars in Admin Appro..
EUserAccount Contral: Snitch to the secure desktop when pra..,

Bled
Enabled
Enabled
Enabled

E User Account Control: Wirtualize file and reqistry write failures to per-user locations

i; Local Security Policy EI@
File  Action  Miew Help
€= 2EXE | HE
E Security Settings Policy = Security Setting o
4 E AttnuntpDhEIES. DShuthwn: Clear wirtual mermory pagefile Disabled
b 3 Passuard Policy X DSystem cryptography: Farce strong key protection for user key.. Mot Defined
P é%c':c;z:;i:ocm“ Polic mSystem cryptography: Use FIPS compliant algorithrms for encr.,  Disabled
N E Audit Palicy DSystem objects: Require case insensitivity for non-Windows su.. Enabled
o T3 User Rights Assignmen mSystem ohjects: Strengthen default permissions of internal sys.. Enabled
DSystem settings: Optional subsystems Posix
b L] WVindows Firewsall with Ak, DSystem settings: Use Certificate Rules on Windows Executable..  Disabled
i+ [7] Public Key Palicies DUserAccountContro\:Admin Approval Mode for the Built-in...  Disabled
b [] Software Restriction Palicig [Z]user Account Contral: Behavior of the elevation prompt fora.. Promptfor consent
3 lg IP Security Policies on Loc: i i

m

IIS 6 Configuration Compatibility Features

The Sitecore installation program requires IIS 6 configuration compatibility.

To ensure that the appropriate features are enabled:

1.

2
3.
4

Log in to your Vista as an administrator.
Click Start, Control Panel.

Double-click the Programs and Features icon.

In the Tasks pane, click the Turn Windows features on or off task.

@)v <« Programs and Features - | 3 | | Search

Tasks

Uninstall or change a program
View installed updates

Get new programs online at "Uninstall’, "Change”, or "Repair".
Windows Marketplace
View purchased software (O[reTiers v =
il < &

- 5 MNarne
Turn Windows features on or

off [E52] 7-Zip 4.32

[ &dabe Flash Player 9 ActiveX

[=] Adabe Flash Player Plugin

Ij Microsoft SQL Server 2003

a Microsaft SQL Server Managernent Studio Express
|j Micrasoft SQL Server Mative Client

ﬁ Microsoft QL Server Setup Support Files (English)
|a Microsoft SOL Server WIS Writer

GMDZi”a Firefox {2.0.0.3)

571 Realtek AC'9T Audio

2 hware Wiarkstation

« 1

To uninstall a program, select it from the list and then click
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5. Click Continue to open the Windows Features dialog box:

6
7
8.
9

User Account Control @

@ Windows needs your permission to continue

If you started this action, continue.
[ Windows Features
1y Microsoft Windows

User Account Contrel helps stop unauthorized changes to your computer.

Windows Features E@
Turn Windows features on or off @

To turn a feature on, select its check box To turn a feature off, clear its
check box & filled baox means that only part of the feature is turned on,

[] ) FTP Publishing Service -
=] | Wéeb Managernent Tools

= , IS 6 Managernent Corpatibility
. OIS 6 Management Consale
3 ting Taals

m

. O3 6 WhT Compatibility

. OS5 Metabase and I5 6 configuration compatibility
) IS Management Consale

, IS Management Scripts and Toals

oI5 Managerment Service

| World Wide Web Services -
< m | »

EEOO

QK l ’ Cancel

Locate and expand the Internet Information Services group.
Locate and expand the Web Management Tools group.
Locate and expand the IIS 6 Management Compatibility group.

Ensure that the 1IS 6 WMI Compatibility feature is enabled.

@ Sitecore

The UAC (User Account Control) will request your permission to continue.

10. Ensure that the 1IS Metabase and IIS 6 configuration compatibility feature is enabled.
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4.2 Installation Process

To start the installation process you need to launch the Sitecore 6.X.X rev.XXXXXX.exe application,
which will start the installation wizard. This section describes the steps of the wizard.

Welcome screen

i Sitecore - Installation
S

Welcome to the
installation wizard for
Sitecore sitecore

The wizard will install Sitecore on your
computer. To continue, click Next.

Version 6.2.0 rev. 090925

< WARNING: This program is protected by
™M copyright law and international treaties.

Review the welcome screen and click Next.

Upgrade or New Instance

i# Sitecore - Installation

Upgrade or New Instance
Select an installation option.

| i©new Instence
\ This option installs a new instance of Sitecore.

OExisting Instance
This aption removes an existing instance of Sitecore.

[ <Back J[ mext> | [ cancel

Select the New Instance radio button to install a new instance.
Select the Existing Instance to remove and existing instance of Sitecore CMS.

Prerequisites
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iz Sitecore - Installation

Prerequisites
The following components must be installed on your computer before
you can install Sitecore.

Prerequisite Status *
Operation system is supported v
-NET Framework 3.5 v
Internet Information Service 5.1 or higher L'
Internet Information Service is started v |
ASP.NET registered in IIS v

The wizard will check the components required to install Sitecore CMS and put a green mark if a
component meets the requirement or a red cross otherwise. If the latter is the case, you need to
resolve the appropriate requirement before you proceed. Click Next when done.

License Agreement

i# Sitecore - Installation

License Agreement
Read the license agreement carefully,

Sitecore License Agreement

LICENSEES USE CF THE SITECORE SCFTWARE IS SUBJECT TC
LICENSEES FULL ACCEPTANCE OF THE TERMS, CONDITIONS,
DISCLAIMERS AND LICENSE RESTRICTIONS SET FORTH IN THIS
AGREEMENT.

1. License Grant. Upcn payment in full of the license fee, Licensor grants
Licensee a non-exclusive, perpetual, non-transferable, non-assignable,
non-sublicensavle license, without time limitations, to use the Sitecore
Software, in object code form only, subject to the terms and conditions set

{1 accept the terms in the license agreement. Print

(1 do not accapt the terms in the license agreement.

[ <Back J[ mext> | [ cancel

Read the License Agreement and select the appropriate radio button. Click Next when done.

Installation Mode

iz Sitecore - Installation

Installation Mode
Select the way to install Sitecore.

\_;3 Osimple (Recommended)

Install the program with the default settings.

\‘43 © Expert {for Sitecore administrators);

Customize all the major technical aspects of the program.

[ < Back ][ Next > ] [ Cancel
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Select the installation mode — Simple, which allows to install Sitecore quickly with the default settings
or Expert, if you want to customize the installation.

Click Next when done.

License File

i# Sitecore - Installation

License File
Select a valid license file for Sitecare.

License file: | D:\CMS\license.xml |
COMPANY NfA
VERSION 5.2
RESELLER
COUNTRY ISO ua =
ADDRESS 2 Glinky Strest, Office 403

Dniepropetrovsk

DP [

[ <Back J[ net> ] [ cancel

Select the license file. Click Next when done.

Instance Name

i# Sitecore - Installation

Instance Name
Give this new instance of Sitecore a unique name.

Instance Name: |My5|td

NOTE: This name identifies this instance of the application. It is also the
default hostname of an 1156 + Web site.

[ <Beck J[ met> | [ cancel

Give this new instance of Sitecore CMS a unique name. This name is also the default hostname of an
IIS web site.

Database Server and Installation Type
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iz Sitecore - Installation

Database Server and Installation Type
Select the database server and the type of installation.

Database Server:

@ ‘ SQL Server v

Installation Type:

Full (both client and databases are installed) {3

[ < Back ][ Next > ] [ Cancel

Choose the database server and the type of installation. The next section describes the SQL Server
database option. If you are going to use Oracle storage, please proceed to the Oracle section.

The Client Only and Databases Only types are described in the sections below.

4.2.1 SQL Server

If you have chosen the SQL Server database storage on the Database Server and Installation Type
step, you will see the following steps.

Database Server

i# Sitecore - Installation

Database Server
Select the database server and authentication method to use.

Select the database server from a list or click Browse to see a list of all the
database servers. Select the authentication method to use.

Database Server:
[ flocaly\sqLExPRESS v [Browse..

Login to SQL server using:

Login ID: |sa ‘

Password: |n."| ‘

[ <Back J[ next> ] [ cancel

Select the database server from a list or click Browse to see a list of all the database servers
available. Enter the login id (SQL server user name) and corresponding password. Click Next when
done.

Destination Folder
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iz Sitecore - Installation

Destination Folder
Select the location of the Sitecore installation. Click Change to install
Sitecore in a different folder.

Install Sitecore in:
|.J D:\CMS\MySite

Database Folder:

. ﬁ DH\CMS\MySite\Databases
Data Folder:
) Dricns\ysite\Data

[ < Back ][ Next > ] [ Cancel

Select the folder where Sitecore CMS web site will be installed. You can also change the database
folder and the folder where various data files will be stored (log files, packages, etc.). Click Next when
done.

Destination Files

i# Sitecore - Installation

Destination Files
Click Change to install the database files in a different lecation,

MDF Files:

D D:\CMS\MySite\Databases\MDF
LDF Files:

D:\CMS\MySite\Databases\LOGS

Click Change to change the default database file location.

Database Prefix

iz Sitecore - Installation

Database Prefix
Specify the database prefix for this instance of Sitecore.

Database Prefix: | MySite]

[ < Back ][ Next > ] [ Cancel

Specify the database prefix for this instance of Sitecore CMS.
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IIS Web Site

i Sitecore - Installation

115 Web Site
Select an existing Web site or create a new Web site.

Web Site Name: (e |

(DUse an existent Web site
Select a Web Site: Default web Site v

QA NOTE: If you select an existing Web site, the configuration of
: that 11S Web site will be changed and its root will point to the
new instance of Sitecore. The existing Web site will no longer
be accessible under that name.

Select an existing web site or create a new Web site by selecting the appropriate radio box.

Note

If you select an existing Web site, the configuration of that [IS Web site will be changed and it will
point to the new instance of Sitecore. The existing Web site will no longer be accessible under that
name.

Click Next when done.

Ready to Install Sitecore

i Sitecore - Installation

Ready to Install Sitecore @

Review the options you selected. Click Back to change an option or click Install
to install Sitecore.

Option: Value: =

Database Folder: D:\CMS\MySite\Databases

MDF Folder: D:\CMS\MySite\Databases\MDF
License File: D:\CMS\license.xml |
Instance Name: MySite

Database Vendor: | MSSQL

Data Folder: D:\CMS\MySite\Data b

< Back i

_Install

Cancel

Review the options you selected. Click Install to install Sitecore CMS.

Installing Sitecore
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iz Sitecore Setup

Installing Sitecore

Sitecore is being installed.

Status: Writing system registry values

(

[ cancel |

After you click Next you will see a window which will inform you about the installation process.
Finish

i# Sitecore Setup

The Sitecore Installation

Wizard has finished. sitecore’

Click Finish to exit the wizard.

[ Launch Sitecore

The Sitecore Installation Wizard has finished. Click Finish to exit the wizard.

Client Only Installation Type
This section describes the Client Only installation type.
Database Server and Installation Type
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iz Sitecore - Installation

Database Server and Installation Type
Select the database server and the type of installation.

Database Server:

@ ‘ SQL Server v

Installation Type:

Qlient only (databases are not installed) v

[ < Back ][ Next > ] [ Cancel

Select Client only installation type to install everything except databases.

Database Server

i# Sitecore - Installation

Database Server
Select the database server and authentication method to use.

Select the database server from a list or click Browse to see a list of all the
database servers. Select the authentication method to use.

Database Server:
| (local)\sqLexPRESS v [Browse..

Login to SQL server using:

Login ID: |sa ‘

Password: |n."| ‘

[#ITest connection validity

[ <Back J[ net> ] [ cancel

Select the database server (the local server is selected by default) and provide the server user login
and password. Although you are not going to install databases, you need to specify this information to
let the wizard write the connections strings correctly. Click Next when done.

Destination Folder

iz Sitecore - Installation

Destination Folder
Select the location of the Sitecore installation. Click Change to install
Sitecore in a different folder.

Install Sitecare in:
|.J D:\CMS\MySitel

Data Folder:

V'J DHCMS\MySitalData

[ < Back ][ Next > ] [ Cancel
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Select the folder where Sitecore CMS web site will be installed. You can also change the folder where
various data files will be stored (log files, packages, etc.). Click Next when done.

Database Prefix

i Sitecore - Installation

Database Prefix
Specify the database prefix for this instance of Sitecore.

Database Prefix: | MySitel |

[ < Back ][ Next > ] [ Cancel

Enter the database prefix for Sitecore databases. Although you are not going to install databases, you
need to specify this information to let the wizard write the connections strings correctly. Click Next
when done.

IIS Web Site

i# Sitecore - Installation

11S Web Site
Select an existing Web site or create a new Web site,

websiteName: (el ]

(D Use an existent Web site
Select a Web Site: Default Web Site v

L NOTE: If you select an existing Web site, the configuration of
that 11S Web site will be changad and its root will paint to the
new instance of Sitecore. The existing Web site will no longer
be accessible under that name.

< Back |

Cancel

Select an existing web site or create a new Web site by selecting the appropriate radio box.

Note

If you select an existing Web site, the configuration of that IIS Web site will be changed and it will
point to the new instance of Sitecore. The existing Web site will no longer be accessible under that
name.

Click Next when done.

Ready to Install Sitecore
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iz Sitecore - Installation

Ready to Install Sitecore @
Review the options you selected. Click Back to change an option or click Install
to install Sitecore.

‘Option: Value: |

Web Site Name: Default Web Site

Instance Name: MySitel

Installation Type: | Client only (databases are not installed)

Destination Folder: | D:\CMS\MySitel

License File: D:\CMS\license.xml U

Data Folder: D:\CMS\MySite1\Data b
< Back || Install | Cancel

Review the options you selected. Click Install to install Sitecore CMS.

Installing Sitecore

i? Sitecore Setup

Installing Sitecore

Sitecore is being installed.

Status:  Writing system registry walues

(

| Cancel

After you click Next you will see a window which will inform you about the installation process.
Finish

iz Sitecore Setup

e

The Sitecore Installation
Wizard has finished. sitecore

Click Finish to exit the wizard.

[0 Launch Sitecore

o T

The Sitecore Installation Wizard has finished. Click Finish to exit the wizard.
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Databases Only Installation Type
This section describes the Databases Only installation type.

Database Server and Installation Type

i# Sitecore - Installation

Database Server and Installation Type
Select the database server and the type of installation.

Database Server:

@ |5QL Server v

Installation Type:

Databases only {client is not installed v

[ <Back J[ mext> | [ cancel

Select Databases only installation type to install only databases.

Database Server

i Sitecore - Installation

Database Server
Select the database server and authentication method to use.

Select the database server from a list or click Browse to see a list of all the
database servers. Select the authentication method to use.

Database Server:
| flocal)\sqLEXPRESS v [Browse..

Login to SQL server using:

Login ID: |sa ‘

Password: |n-n| ‘

[ < Back ][ Next > ] [ Cancel

Select the database server from a list or click Browse to see a list of all the database servers
available. Enter the login id (SQL server user name) and corresponding password. Click Next when

done.

Destination Folder
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iz Sitecore - Installation

Destination Folder
Select the location of the Sitecore installation. Click Change to install
Sitecore in a different folder.

Database Folder:
2 D S
Ij D:\CMS\MySite1\Databases

[ < Back ][ Next > ] [ Cancel

Select the location where the databases will be installed.
Destination Files

i# Sitecore - Installation

Destination Files
Click Change to install the database files in a different location.

MDF Files:

D D:\CMS\MysSite1\Databases\MDF
LDF Files:
D:\CMS\MySitel| Databases\LOGS

Click Change to change the default database file location. Click Next when done.

Database Prefix

i# Sitecore - Installation

Database Prefix
Specify the database prefix for this instance of Sitecore.

Database Prefix: | MySitel

[ <Beck J[ Net> | [ Cancel

Enter the database prefix for Sitecore databases. Click Next when done.

Ready to Install Sitecore
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iz Sitecore - Installation

Ready to Install Sitecore

Review the options you selected. Click Back to change an option or click Install
to install Sitecore.

Option: value: =

Database Folder: | D:\CMS\MySitel\Databases

MDF Folder: D:\CMS\MySite1\Databases\MDF

License File: D:\CMS\license.xml

Instance Name: MySitel

Database Vendor: | MSSQL

Database Prefix: | MySitel k-

L tnstall_ ]

Review the options you selected. Click Install when done.

4.2.2 Oracle Tablespace

In case you are going to use Oracle database server, you must create the appropriate tablespace
first. To do this, run the following SQL script:

create tablespace sitecore logging datafile 'sitecore.dbf' size 200M
reuse autoextend on next 100M extent management local segment space management auto;

423 Oracle

If you have chosen the Oracle database storage on the Database Server and Installation Type
step, you will see the following steps.

Important
You must create the Sitecore Oracle tablespace before you proceed with the installation. For more
information, see Section 4.2.2, Oracle Tablespace.

Oracle Configuration

i Sitecore - Installation

‘Oracle Configuration
Configure the Oradle database server.

Oracle Client: |)<E i ‘
Oracle Instance: |)<E v ‘
System Password: [eesanes |
Prefix: | sce20 |
Tablespace: | SITECORE ‘

_'_\ Verify that the tablespace you enter has enough free space.

[ < Back ][ Next > ] [ Cancel

Configure the Oracle database server.
e Oracle Client — select the Oracle client.

e Oracle Instance — select the Oracle instance.
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e System password — password for the system user of the Oracle instance.

e Prefix - prefix to use for user schema names and passwords.

e Tablespace — name of the tablespace for Sitecore data.

Click Next when done.

Destination Folder

iz Sitecore - Installation
Destination Folder

Sitecore in a different folder.

Install Sitecore in:
-_J D:\CMS\MySitel

Database Folder:

Select the location of the Sitecore installation. Click Change to install @

h N

|4 Dr\CMS\MySitel\Databases
Data Folder: D:\CMS\MySite1}Databases
|| DricusysiteniData

[ < Back ][ Next > ]

[ Cancel

Select the folder where Sitecore CMS web site will be installed. You can also change the database
folder and the folder where various data files will be stored (log files, packages, etc.). Click Next when

done.
IIS Web Site

i# Sitecore - Installation

11S Web Site
Select an existing Web site or create a new Web site.

websieName:  [wsiet ]

(G Use an existent Web site

Select a Web Site: Default Web Site w

i Y

be accessible under that name.

v\ NOTE: If you select an existing Web site, the configuration of
that 115 Web site will be changed and its root will point to the
new instance of Sitecore. The existing Web site will no longer

< Back i

Cancel

Select an existing web site or create a new Web site by selecting the appropriate radio box.

Note

If you select an existing Web site, the configuration of that IIS Web site will be changed and it will
point to the new instance of Sitecore. The existing Web site will no longer be accessible under that

name.

Click Next when done.

Ready to Install Sitecore
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iz Sitecore - Installation

Ready to Install Sitecore @

Review the options you selected. Click Back to change an option or click Install
to install Sitecore.

‘Option: Value: L |

Database Folder: D:\CMS\MySitelDatabases

License File: D:\CMS\license.xml

Instance Name: MySitel

Database Vendor: | Oracle

Data Folder: D:\CMS\MySitel\Data

Oracle Client: XE b

< Back || Install | Cancel

Review the options you selected. Click Install to install Sitecore CMS.

Installing Sitecore

i? Sitecore Setup

Installing Sitecore

Sitecore is being installed.

Status:  Writing system registry walues

(

| Cancel

After you click Next you will see a window which will inform you about the installation process.
Finish

iz Sitecore Setup

e

The Sitecore Installation

Wizard has finished. sitecore

Click Finish to exit the wizard.

[0 Launch Sitecore

o T

The Sitecore Installation Wizard has finished. Click Finish to exit the wizard.
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Client Only Installation Type
This section describes the Client Only installation type.

Database Server and Installation Type

i# Sitecore - Installation

Database Server and Installation Type
Select the database server and the type of installation.

Database Server:

@ ‘ Oracle v

Installation Type:

Qlient only (databases are not installed) v

[ <Back J[ mext> | [ cancel

Select Client only installation type to install everything except databases.

Oracle Configuration

i Sitecore - Installation

‘Oracle Configuration
Configure the Oracle database server.

Oracle Client: |)<E

Oracle Instance: |)<E i ‘
System Password: [eesesas |
Prefix: | sce20 |
Tablespace: | SITECORE ‘

3 Verify that the tablespace you enter has encugh free space.

[ < Back ][ Next > ] [ Cancel

Configure the Oracle database server.

Although you are not going to install databases, you need to specify this information to let the wizard

write the connections strings correctly. Click Next when done.

Destination Folder

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The

contents of this document are the property of Sitecore. Copyright © 2001-2010 Sitecore. All rights reserved.

Page 54 of 70



Sitecore CMS 6.2 Installation Guide @ Sltecore

iz Sitecore - Installation

Destination Folder
Select the location of the Sitecore installation. Click Change to install
Sitecore in a different folder.

Install Sitecore in:
..J D:\CMS\MySitel

Data Falder:

J D:\CMS\MySite1\Data

[ < Back ][ Next > ] [ Cancel

Select the folder where Sitecore CMS web site will be installed. You can also change the folder where
various data files will be stored (log files, packages, etc.). Click Next when done.

IIS Web Site

i# Sitecore - Installation

11S Web Site
Select an existing Web site or create a new Web site,

websieName: [t ]

(Use an existent Web site
Select a Web Site: Default Web Site -

L\» NOTE: If you select an existing Web site, the configuration of

g that 115 Web site will be changed and its root will point to the
new instance of Sitecore. The existing Web site will no longer
be accessible under that name.

< Back i

Cancel

Select an existing web site or create a new Web site by selecting the appropriate radio box.

Note
If you select an existing Web site, the configuration of that IIS Web site will be changed and it will

point to the new instance of Sitecore. The existing Web site will no longer be accessible under that
name.

Click Next when done.

Ready to Install Sitecore
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iz Sitecore - Installation

Ready to Install Sitecore @

Review the options you selected. Click Back to change an option or click Install
to install Sitecore.

‘Option: Value: L |

License File: D:\CMS\license.xml

Instance Name: MySitel

Database Vendor: | Oracle

Data Folder: D:\CMS\MySite1\Data
Oracle Client: XE
Destination Folder: | D:\CMS\MySitel b

<Back i

nstall,

Review the options you selected. Click Install to install Sitecore CMS.

Installing Sitecore

i? Sitecore Setup

Installing Sitecore

Sitecore is being installed.

Status:  Writing system registry walues

(

| Cancel

After you click Next you will see a window which will inform you about the installation process.
Finish

iz Sitecore Setup

e

The Sitecore Installation

Wizard has finished. sitecore

Click Finish to exit the wizard.

[0 Launch Sitecore

o T

The Sitecore Installation Wizard has finished. Click Finish to exit the wizard.
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Databases Only Installation Type
This section describes the Databases Only installation type.

Database Server and Installation Type

i# Sitecore - Installation

Database Server and Installation Type
Select the database server and the type of installation.

Database Server:

@ ‘ Oracle v

Installation Type:

Databases only {client is not installed v

[ <Back J[ mext> | [ cancel

Select Databases only installation type to install only databases.

Oracle Configuration

i Sitecore - Installation

‘Oracle Configuration
Configure the Oracle database server.

Oracle Client: |)<E

Oracle Instance: |)<E i ‘
System Password: [eesesas |
Prefix: | sce20 |
Tablespace: | SITECORE ‘

\_!5 Verify that the tablespace you enter has encugh free space.

[ < Back ][ Next > ] [ Cancel

Configure the Oracle database server.
Click Next when done.

Destination Folder
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iz Sitecore - Installation

Destination Folder
Select the location of the Sitecore installation. Click Change to install
Sitecore in a different folder.

Database Folder:
2 D i
D:\CMS\MysSite1\Databases
|4 DACMSIysite1y

[ < Back ][ Next > ] [ Cancel

Select the location where the databases will be installed.
IIS Web Site

i# Sitecore - Installation

115 Web Site
Select an existing Web site or create a new Web site.

websieName:  [wier |

(G Use an existent Web site
Select a Web Site: Default Web Site w

ﬁ NOTE: If you select an existing Web site, the configuration of

g that 115 Web site will be changed and its root will point to the
new instance of Sitecore. The existing Web site will no longer
be accessible under that name.

< Back |

Cancel

Select an existing web site or create a new Web site by selecting the appropriate radio box.

Note

If you select an existing Web site, the configuration of that 1IS Web site will be changed and it will
point to the new instance of Sitecore. The existing Web site will no longer be accessible under that
name.

Click Next when done.

Ready to Install Sitecore
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iz Sitecore - Installation

Ready to Install Sitecore

Review the options you selected. Click Back to change an option or click Install
to install Sitecore.

‘Option: value: =

Database Folder: | D:\CMS\MySitel\Databases

License File: D:\CMS\license.xml

Instance Name: MySitel

Database Vendor: | Oracle —— =
MySitel

Oracle Client: XE

Web Site Name: | Default Web Site b

<Back i

nstall,

Review the options you selected. Click Install to install Sitecore Oracle databases.
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4.3 Important Notes

e The installation program performs IIS backup at the very beginning. There is therefore an
option to repair the IIS in case of failure.

e The installation program automatically sets the ASP.NET version to 2.0 in the 1IS without
asking the user. The reason is that Sitecore CMS 6 runs under .NET Framework 3.5.

e You can install as many instances of Sitecore on a single computer as you wish.

e The Sitecore CMS configuration files are automatically modified according to the settings
provided in the wizard.

e The XmlControls.ThrowException web.config setting specifies whether or not an
exception is thrown when an Xml Control cannot be loaded. It is set to true by default, as long
as it provides better debugging possibilities, but under certain conditions it might prevent the
Sitecore client from working. Any errors are written to the log.
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4.4 Troubleshooting
If the installation program fails, archive the log file and attach it to your support request.
Here are two scenarios that you might come across:

o If the installation program fails after you click Install in the Ready to Install dialog box, the log
file is automatically created in the following folder: C:\installlog.txt.

Note:

The log file is recreated during each installation. You should therefore copy it right after an
unsuccessful installation. Otherwise the file will be overwritten.

o If the installation program fails before you click Install in the Ready to Install dialog box, you
should run the installation again with the following parameters:

Setup.exe /V”/log log.txt”, where log.txt is the log file name.

It log file is created in the same folder with the .exe file.
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Oracle Database Storage Setup

This chapter describes how to set up Oracle database storage for Sitecore CMS.
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51 Quick Start Setup (Oracle 10g Express Edition only)

This section describes the quick installation of the Oracle data provider on a clean Sitecore CMS
installation with Oracle 10g Express Edition. Such installation can be used for testing or development
purposes.

1. Install Oracle 10g Express Edition Server (OracleXEUniv.exe).
Note: Use “manager” password for SYSTEM user.

2. Install Sitecore CMS 6 using the .exe setup executable.
3. Load Sitecore data into the XE database:
a. Inyour computer's System Properties/Advanced/Environment Variables set up
variables as follows:
DATABASE = XE
TBS = USERS
b. Inthe /Databases/Oracle folder launch createdata.bat.
c. Remove DATABASE and TBS variables from the environment.

4. Copy the dataFolder variable definition from Web.config to Web.config.Oracle.
For example <sc.variable name="dataFolder" value="c:\sitecore\data"/>

5. Backup the original Web.config and rename Web.config.Oracle to Web.Config.

Configure IS as for a usual Sitecore installation and run Sitecore.
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5.2 Oracle Storage Setup In Detail

This section describes setting up a Sitecore CMS with Oracle databases in detail.

5.2.1 Database Server Preparations

Database server must be an Oracle 10g or higher database instance which meets the following
requirements:

1. Oracle instance must be configured in shared server mode.

2. Oracle instance must contain a tablespace for Sitecore having at least 200MB of free space
initially. More space will be needed as Sitecore database grows. Perform these steps on the
Oracle Database Server (or a workstation PC with the administration tools for the Oracle) to
set up Oracle databases for Sitecore CMS:

1. Install Sitecore CMS Databases (*DB.exe setup executable, version 6.0.2 or higher).
Alternatively you can copy the /Databases/Oracle folder from an existing Sitecore 6
installation.

2. Load Sitecore data into the Oracle database:

a. Inthe computer's System Properties/Advanced/Environment Variables set up
user-level variables as follows:
DATABASE = The name of the Oracle Database instance that will host Sitecore
data (as set up on the PC).
TBS = Name of the tablespace for Sitecore data
PASSWORD = password for the system user of the Oracle instance.
PREFIX = Prefix to use for user schema names and passwords (default: sc).

b. Launch the createdata.bat file from the /Databases/Oracle/ folder.

c. Remove DATABASE, TBS, PASSWORD, PREFIX variables from the
environment.

Installation scripts will set up three user schemas: %PREFIX%core, %PREFIX%master,
%PREFIX%web (default: sccore, scmaster, scweb). User passwords are the same as the user
names.

5.2.2  Website Server Setup Instructions
The following instructions describe a web server setup where Sitecore CMS file system will be hosted.

1. |Install Oracle Client matching the Oracle Database version. Make sure Oracle Data Provider
for .NET 2.0 is installed. Add a connection to the appropriate Oracle instance (created as
described in the Database Server Preparations section). For detailed instructions on this
topic, refer to Section Adding a Connection to the Oracle Instance.

Note: When installing Oracle Data Provider in a 64-bit Environment, make sure you use
Oracle Client for Windows x64.

2. Install Sitecore CMS 6. If you are installing Sitecore from a ZIP archive (not an exe setup
executable) you should configure the dataFolder setting and put a valid license.xml file into
the data folder before proceeding to next steps.

3. Copy dataFolder variable definition from Web.config to Web.config.Oracle.
For example <sc.variable name="dataFolder" value="c:\sitecore\data"/>

4. Inthe Web.config.Oracle, in runtime/assemblyBinding section set bindingRedirect to the
Oracle.DataAccess assembly version installed on your system:

a. Open Global Assembly Cache by running the ‘assembly’ command in the
command prompt of the Run console (Win+R).
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b. Locate Oracle.DataAccess.dll for your Oracle Client version, right-click, choose
Properties and copy the Version value which can be in one of the following
formats:

i. 10.2.x.x (Oracle Client versions prior to 10.2.0.2).
ii. 2.102.x.x or 2.111.x.x (Oracle Client versions 10.2.0.2 and higher).
c. Modify the assemblyBinding setting. Replace 10.2.0.100 with your assembly
version:

<dependentAssembly>
<assemblyIdentity name="Oracle.DataAccess"
ublicKeyToken="890483f429c47342" />
<bindingRedirect oldVersion="9.2.0.401"
newVersion="10.2.0.100"/>
</dependentAssembly>

5. Backup the original Web.config and rename Web.config.Oracle to Web.config.

6. Modify connection strings in /App_Config/ConnectionStringsOracle.config to point to the valid
Oracle instance.

a. Data Source parameter must point to the local Oracle instance name as
configured in the Oracle Net Manager.

b. User names and passwords must be adjusted to match those installed on the
database server. Default names/passwords are sccore/sccore ,
scmaster/scmaster and scweb/scweb.

7. Configure IIS as for a usual Sitecore installation and run Sitecore.

Adding a Connection to the Oracle Instance

After installing Oracle Client on your PC or server you can find Oracle Net Manager in All Programs »
Oracle - Home » Configuration and Migration tools » Net Manager.

rj Oracle - CDACHome1

@ Startup [}l G Configuration and Migration Tools ﬂ Met Configuration Assistant

@ windows Powershell 1.0 » I@ Integrated Management Tools 4

et Manager

& Inkernet Explorer IF) Oracle Installation Products 4

All Programs " Remate Assistance
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The main window of Net Manager consists of the item tree (on the left side) and the details pane (on
the right side). To the left of the item tree there is a toolbar that allows to add and remove connection

descriptions.

';«ET’-' Oracle Met Manager - C:\oraclelproducty10. 2.0hclient_ 1\NETWORKMADMINY

File Edit Command Help

%2 Oracle Met Configuration

S, Lacal

Listeners

To add a new connection to Oracle instance click the Create button on the toolbar to the left of the
item tree.

;“3'-' Oracle Het Manager - C:loraclelproducty10. 2.0hclient_ 1\WETWORKMADMIN

File Edit Command Help

EsProfile

Listeners

_hame
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This starts the Net Service Name Wizard.

o 3 . .
s Net Service Name Wizard: Welcome

To access an Oracle datahase, or other service, across the netwark
ywou use a net service name. This wizard will help you create a net
SENICE Name.

Enter the name you want to use to access the databhase or service. It
can be any name you choose.

Met Serice Marme: ||

Cancel Eack Mext =

On the first page of the wizard enter the Net Service Name and click Next.

Net Service Name is the local alias that Sitecore will use to connect to the Oracle server. It must be

specified in the data source part of the connection strings in ConnectionStringsOracle.config in
Sitecore.

s . .
% Net Service Name Wizard: Welcome

To access an Oracle datahase, or other service, across the netwark
ywou use a net service name. This wizard will help you create a net
SENICE NAMme.

Enter the name you want to use to access the databhase or service. It
can be any name you choose.

Met Service Mame: SITECORE

Cancel Back Mext =
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Choose Protocol to connect to the Oracle service and click Next. It is most common to use TCP/IP
protocol without encryption in local networks.

%% Net Service Name Wizard, page 2 of 5: Protocol

To cammunicate with the database across a network, a network protocol
is used. Selectthe protocol used forthe database you wantto access

Mamed Pipes (Microsoft MNetworking)
IPC {Local Datahase)

Cancel

For TCP/IP protocol set up the following settings: host name (or IP address) where the Oracle server
is located and TCP Port number. Click Next to proceed.

Note: Default port number is 1521.

%% Net Service Name Wizard, page 3 of 5: Protocol Settings:

To communicate with the database using the TCPAP protocol, the
database computer's host name is required. Enterthe TCPIP host
name for the computer where the database is located.

Host Name: 10.38.15.161

ATCPIP port number is also required. The port number for Oracle
databases is usually 1521, You should not normally need to specify a
different port number.

Port Mumber.

Cancel

Enter the Oracle service name (as configured on the remote server) and click Next.

Note: For Oracle 10g Express Edition service name is XE.

2% Net Service Name Wizard, page 4, of 5: Service
To identify the database or service you must provide either its service
name, far Oracledi 8.1 or later, or system identifer (SID), far Oracled 8.0

database wersions. The senice name for an Oracledi or later database
is normally its glabal database name

® (Qracledi or later) Service Name: ><E|
i {Oracled or Previous) SID ORCL

Optionally, you can choose ifyou want a shared or dedicated serer
database connection. The default is to let the database decide

Caonnection Type Database Default -

Cancel “  Back
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Once all parameters are entered, you can test connection to your server on the test page by clicking
the Test button.

%% Net Service Name Wizard, page 5 of 5: Test

Press Testif you would like to verify that the database can be
reached using the information provided

‘When you are finished, or ifyou want to skip testing, press Finish to
create the net service name or, if enabled, Next to continue

Test

Cancel “  Back [t

If the server does not accept the default 'scott/tiger' credentials, click Change Login button and enter
login and password to one of your Sitecore database schemas.

Expect connecting to the database to take from one to several seconds to complete. Ifittakes longer,

please wait; the reasan for any failure will be displayed. To change the userid and password used for the
test press Change Login,

Wehen finished testing press Close.

£ Change Login

Initializing first test to us: Login Information
Atternpting to connect us|

The test did not succesd Username sceore

ORA-01017: imvalid user

W

Password,
There may be an error in|

ar the server may not be

M Cancel

3

Change Login.. Test Close

When all parameters are entered correctly, connection test will report success.

Connection Test f'zl

Expect connecting to the database to take from one to several seconds to complete. Ifittakes longer,

please wait, the reasaon for any failure will be displayed. To change the userid and password used for the
test press Change Login,

wihen finished testing press Close.

Atternpting to connect using userid: sccore
The connection test was successiul

v

Change Login...| Test| Close
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Close the test window and click Finish to close the wizard. Net Manager main window will display the
newly created connection and its parameters.
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